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The malicious obfuscation of code from scripting languages, such as PowerShell, Python, and JavaScript, 
continues to be used as an essential part of threat actors' toolkits. Obfuscation techniques hamper analysts' 
ability to investigate and respond quickly to compromises by complicating reverse engineering of the original 
script and pose significant challenges to scanning engines, such as Yara, that rely on byte-based pattern 
recognition. Windows' built-in defense mechanisms, notably the built-in Antimalware Scanning Interface (AMSI) 
DLLs, struggle to detect these obfuscations, allowing for trivial bypasses of the AMSI subsystem via relatively 
simple obfuscations. AMSI bypass tools and techniques are routinely deployed by obfuscated code as part of 
their infection chain. The tree-sitter parsing library opens new avenues for detection and analysis by providing an 
API that allows developers to interact programatically with a script's syntax tree. This talk will showcase new 
techniques for rapidly detecting, analyzing, and preventing infections, culminating with the demonstration of a 
custom AMSI provider DLL that can deobfuscate, block, and log obfuscated PowerShell payloads.
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