
Center for Computation
& Technology Cyber Center Ethics Institute

CREATING AI OFFENSIVE
& DEFENSIVE TOOLS FOR 
OT/ICS CYBERSECURITY

CYBERSECURITY LECTURE SERIES

ABSTRACT

March 23 at 4:30 - 6 p.m.

DMC Theater, LSU Digital Media Center

Cyber attackers are using AI to amplify their attacks, so why aren't defenders using it more? Cyberattacks against 
OT/ICS environments like power plants, water treatment facilities, and other critical infrastructure are doubling 
every year. Not only is the number of attacks doubling, but the impact from these attacks is increasing 
significantly. Blackouts. Downed manufacturing lines. No clean water. No food that's safe to eat. In these 
environments, resources for cybersecurity can be scarce and the OT cybersecurity teams that do exist are asked 
to do much more with far less. So, this is where AI can come in and help. But are we ready for AI in OT/ICS?
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